To: David Morales, Commissioner, Massachusetts Division of Heath Care Finance and Policy
From: Jonathan Finkelstein, MD, MPH; Richard Platt, MS MD, Jeff Brown, PhD
Department of Population Medicine, Harvard Medical School and Harvard Pilgrim Health
Care Institute
Date: May 27, 2010
Re: Public Comment on Proposed Regulation 114.5 CMR 21.00 Massachusetts All-payer Claims
Data

Thank you for this opportunity to review and comment on the proposed regulations for creation of
an All-payer heaith plan claims database (APCD). We write as academic health services
researchers in the Department of Population Medicine of Harvard Pilgrim Healthcare Institute and
Marvard Medical School. We do not represent the views of Harvard Pilgrim Health Care in this
matter. We, and our colleagues, are potential users of this data resource for health services,
comparative effectiveness, and other types of research designed ultimately to improve the health
and health care of the population. Academic researchers in Massachusetts have a long history of
using health plan data for high-impact, public-domain research from single insurers as well as
collaborative research involving several plans simultaneousiy. Recently, the NiH’s creation of
Clinical and Translational Science Centers and the substantial federal investment in comparative
effectiveness research have increased the promise of claims-based research.

1. A distributed analysis model may be superior to aggregation of claims data by the State.
We question whether it is necessary and most effective to aggregate the large amount of patient-
level information that is currently reflected in the proposed regulations. We are fully supportive of
the need to be able to combine information from residents of the population across insurers, and
to compare health care utilization, costs, and outcomes across insurers and care providers. We
believe, however, that the use of a distributed model for these types of analyses would be more
effective, more reliable, and have less attendant risks than an approach that requires data
aggregation in a central repository managed by the State. In the distributed analysis model, each
data holder transforms a copy of its data into a standard format, which is then analyzed by
programs developed centrally. Advantages of a distributed analysis model include:

B Data holders retain physical control
m - |dentical programs can work in every location for
0 Data checking
I Analysis
m Data holders improve the usefulness of their data given their understanding of unigue
characteristics of their data that are easily lost in aggregation, and can actively engage in
data quality checking.
®m Better protection of confidential and proprietary data, because users obtain only the
information they need
I Aggregate information is often sufficient
[1 Less detailed person-level data is often needed, e.g., data ranges rather than
Date of Birth

The experience in the development and use of such models, both locally and nationally, is
growing. Investigators in the Department of Population Medicine have developed and
participated in a number of networks using these methods, and currently lead a contract with the
FDA to develop a data resource that will ultimately have access to data for a population of over
100 million in the US, described below. We attach a recently published paper that describes
some of this work, and the data structures that can be developed. This model (developed initially
for drug safety studies) does not include certain variable types of interest to the State and
researchers (such as cost information), but these could be easily added as additional tables.



2. The appropriate use of claims data from multiple plans (whether centrally housed or
distributed) requires expertise, extensive verification, and development of common
definitions,

Since claims data are designed to pay individual providers, they require substantial data
checking and standardization before they can be used for other purposes, including
comparisons of utilization and quality assessment. Whether a central or distributed system is
ultimately used, sufficient time and effort (both centrally and within each plan) must be
committed fo resolve these issues. The effort will be greatest in the initial creation of the data
source, but will continue to be needed over time as well. |t is difficult to independently
confirm the completeness of health plan data. However, the types of reliability checks
performed (and their results) should be made transparent to the users of the data.

3. Effective use of the data for academic research or quality measurement will require
development of derived data sets using standard definitions, and access through well-
designed processes. :

Reteasing raw patient-level claims data is likely to result in great variability in the
interpretation of data, as well as misinterpretation of the meaning of data fields and values. It
will be advantageous to adopt, when suitable, standards and software developed by other
multi-payer data systems. This can add value in two ways. First by reducing the time, effort,
and cost required to develop data formats, data checking and analysis programs, as well as
mechanisms to authorize users for specific uses and access. Second, it will facilitate
comparison of Massachusetts' data with other systems'. The FDA has sponsored
development of a health plan claims resource, the Mini-Sentinel Distributed Data Network,
that is a good candidate for Massachusetts to use as a basis for further development. The
Mini-Sentinel uses a distributed data model that does not require submitting any data to FDA
or to the FDA's coordinating center. Instead, all analyses are performed by the data holders,
using programs provided by the Mini-Sentinel Operations Center, which is based at the
Harvard Pilgrim Health Care Institute. The Mini-Sentinel expects to have an operational
system covering over 25 million people, including both Harvard Pilgrim and Fallon
Community Health Plan members, by the fourth quarter of 2010. Having a Massachusetts all-
payer database adopt the FDA Mini-Sentinel's definitions and data structures (whether or not
the distributed model was used in creation of the all-payer data resource itself) would allow
participation in national studies, and benchmarking with other regions of the US.

4. Other issues for consideration
a. Aftention to denominaters

Health plan data is often thought of as counts of events (ambulatory visits, hospitalizations,
procedures). Just as important is the denominator of the eligible person time over which
these events occur. Health plan data (and any all-payer data resource} must have accurate
data on enroliment/disenroliment for each person (or the ability to limit analyses to patients
enrolled for a specific period. This applies to health plan membership overall, but also
important changes in benefits (such as major drug coverage changes).

b. Demographic variables

Demographic information on health plan members is generally limited but should inciude age
(to the year for adults and the year and month for children) sex, and race when known.
Almost as importantly, a geocode to the census block fevel should be included, if possible, to
allow imputation of sociodemographic variables. The data can include the geocode itself, or
be linked to preselected variables so that the location of residence does not remain in the
data set itself.



c. Counts

Utilization measured should include inpatient and outpatient utilization, pharmacy
dispensings, procedures. Specific rules should be standardized for inclusion of long-term
care facilities, rehabilitation services, and mental health services.

d. Cross walks

Patient privacy and compliance with HIPAA are foremost concerns. Clearly, an all-payer
claims data set should not include identifying information. However, it is critical that the
health plans themselves {(who provide the data) are able to retain a cross-walk to patient-level
identifying information {name, address, etc.). This is critical to allow studies that can identify
patients for further data collection (surveys, collection of specimens) or for intervention (such
as care improvement). Obviously, such studies that require contacting patients could only be
done with the coliaboration of the health plan, approval of relevant institutional review boards
for human subjects protection, and reviews for HIPAA compliance. :

We believe that the development of an all-payer claims resource in Massachusetts represents a
critical opportunity to meet the needs of government, health plans, and the academic community
to understand better the care provided to {(and required by) the population, its associated costs,
and its outcomes. Attention to the above considerations should allow this resource effectively
meet these important goals.

Attachment:
Brown JS et al. Distributed health data networks: a practical and preferred approach to muiti-

institutional evaluations of comparative effectiveness, safety, and quality of care. Medical Care
2010; 48(6 supp):545-S51.
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Distributed Health Data Networks

A Practical and Preferred Approach to Multi-Institutional Evaluations
of Comparative Effectiveness, Safety, and Quality of Care
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Background: Comparative effectiveness research, medical product
safety evaluation, and quality measurement will require the ability to
use electronic health data held by multiple organizations, There is no
consensus about whether to create regional or national combined
{eg, “all payer”) databases for these purposes, or distributed data
networks that leave most Protected Health Information and propri-
etary data in the possession of the original data holders.
Objectives: Demonstrate functions of a distributed research net-
work that supports research nesds and also address datz holders
concerns about participation. Key design functions included strong
local control of data uses and a centralized web-based querying
interface.

Research Design: We implemented a pilot distributed research
netweork and evaluated the design considerations, utility for research,
and the acceptability to data holders of metheds for menu-driven
querying, We developed and tested a central, web-based interface
with supporting network soflware. Specific functions assessed in-
clude query formation and distribution, query execution and review,
and aggregation of results.

Resulis: This pilot successfully evaluated temporal trends in med-
ication use and diagnoses at 5 separate sites, demonstrating some of
the possibilitics of using a distributed research network. The pilot
demonstrated the potential utility of the design, which addressed the
major concerns of both users and data holders. No serious obstacles
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were identified that would prevent development of a fully functionat,
scalable network.

Conclusions: Distributed networks are capable of addressing nearly
all anticipated uses of routinely collected electronic healthcare data.
Distributed networks would obviate the need for centralized data-
bases, thus avoiding numerous cbstacles,

Key Words: distributed health data network, all payer databases,

_comparative effectiveness research network

(Med Care 2010;48: 345-551)

lectronic health records and other data routinely collected
during the delivery of, or payment for, health care, and
disease or exposure-specific registries are important resources
to address the growing need for evidence about the effective-
ness, safety, and quality of medical care.'"® Unfortunately,
even very large individual healthcare databases and registries

- are not big or diverse enough to address many of needs of

clinicians, health care delivery systems, or the public health
community. The Institute of Medicine and others have artic-
ulated the goal of using routinely collected health information
for these “secondary” purposes.’” ! The Federal Coordi-
nating Council for Comparative Effectiveness Research
{(FCCCER) noted the need for studies “with sufficient power
to discern treatment effects and other impacts of interventions
among patient subgroups.” In their priority recommendations,
the FCCCER listed comparative effectiveness research data
infrasteucture as a primary investment that cuts-across all
other comparative effectiveness needs.” The FCCCER also
listed several considerations for investing in person-level
databases for comparative effectivencss research, including
the ability to link to external data sources, the research
readiness of the databases, and the need to maintain security
and privacy of personally identifiable health information.”
To address the need to evaluate the processes and
outcomes of care of large populations, some propose creation
of large, centralized, muitipayer claims databases.!’ For ex-
ample, the Department of Health and Human Services issued
a contract titled “Strategic Design for an All-Payor, All-
Claims Database to Support Comparative Effectiveness Re-
scarch.” In addition, several states have already implemented
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all-payer claims databases to address cost and quality con-
cerns.'>'® This data centralization approach is alluring be-
cause, in theory, it mitigates the complications associated
with conducting research across multiple data holders. In
practice, & centralized approach raises several serious secu-
rity, proprietary, operational, legal, and patient privacy con-
cerns for data holders, patients, and funders.'*~!7 As one
example, even if a centralized database omits explicit iden-
tifying information like name and address, it is effectively
impossible to prevent reidentification of individual level lon-
gitudinal data that contains encugh detail to serve multiple
purposes. Fn our experience, these limitations have severely
constrained the effective, coordinated use of data held by
multiple organizations.

An alternative to centralized, all-payer, databases, is
one or more distributed research networks that permit
comparative effectiveness and other evaluations across
multiple databases without creation of a central data ware-
house.!#151%2¢ Several such networks'®***=? currently con-
duct comparative effectiveness and pharmacoepidemiologic
research using a distributed data approach in which data
holders maintain control over their protected data and its
uses. These networks require data holders to transform their
data of ‘interest into a common data model that enforces
uniform data element naming conventions, definitions, and
data storage formats. The conunon data format allows data
checking, manipulation, and analysis via identical computer
programs that are shared by all data holders. Existing distrib-
uted networks typicaily distribute these computer programs
via e-mail, data holders manuatly execute the programs, and
retarn the output via secure e-mail, or another secure mech-
anfsm to a coordinating center for aggregation and, possibly,
additional analysis. Many studies require no transfer of pro-
tected health information. Several single-study networks con-
sisting of 20 to 50 million members also have been developed
that adhere to a distributed rescarch network approach,***!

Existing and proposed distributed networks have tre-
mendous potential utility for addressing our current post
marketing evidence knowledge gap while benefiting from an
approach that is more acceptable to data holders.''>*' In
addition, a distributed approach keeps the data close to the
people who know the data best and who can best consult on
proper use of the data and investigate findings or anomalies.

Ohstacles to effective implementation of both central-
ized and distributed approaches inclade differences in com-
puting environments and information systems, the need for
data standardization and checking, organization-by-organiza-
tion variation in confracting policies and procedures, con-
cerns telated to the ethics of human subjects research and data
privacy, and ¢cross-institution variation in the rules and guide-
lines related to privacy and proprietary issues.*?** Distrib-
uted networks can be built and tested in phases that allow the
network to operate while being built, and network data
resources can be updated and enhanced without disrupting
overall network operations, Networks have the need for
responsible and consistent stewardship of clinical records,
and they exchange the requirements of centralized database
administrative and computing infrastructure for similar pro-
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cesses on the part of each data holder, Thus, the administra-
tive operation of networks can be cumbersome.

Many of -the administrative, technical, and analytic
barriers to developing efficient and scalable distributed health
data networks to support population-level analyses can be
addressed through network features that support the needs of
users and data holders. We describe here the design and pilot
implementation of a distributed research network infrastruc-
ture intended to meet the broad needs of all parties for
comparative effectiveness evaluation and other uses. We note
the chailenges and barriers identified, and provide a blueprint
for development of a comprehensive distributed research
network as reusable national resource.

METHODS

Background and Needs Assessment

The design, implementation, and evaluation plan of the
pilot distributed network was based on findings from previous
studies,'*'%21* coupled with our experience in operating a
distributed network, the HMO Research Network Center for
Education and Research on Therapeutics, and participating in
other networks,?*"*%? including a current study of the
safety of the HIN1 vaccine.*® Our prior work investigated the
needs of data holders (eg, health plans) and potential network
users (eg, federal agencies) with respect to making their data
available for comparative effectiveness and other secondary
uses.'*!® Data holders identified several requirements for
voluntary participation in a distributed network. These in-
cluded: (1) complete control of, access to, and uses of, their
data, (2) strong security and privacy features, (3) limited
impact on internal systems, {4) minimal data transfer, (5)
auditable processes, (6) standardization of administrative and
regulatory agreements, (7) transparent governance, and (8)

ease of participation and use,

Users’ needs assessments, by contrast, did not depend
on whether the underlying architecture was a distributed
nctwork or cendralized database, Potential users identified
other key elements of a network, including: menu-driven
quetying, easy access for feasibility assessments and for
public health surveillance and monitoring, the ability to
specify and create subsets of the complete data via menu-
driven querying or complex programming code, and reuse of
network tools to improve efficiency (eg, reuse of validated
exposure and outcome algorithms).”” Nontechnical users
wanted the ability to ask simple questions without assistance
(eg, counts of people between the ages of 65 and 74 with a
positron emission tomography scan in 2008). More sophisti-
cated users wanted the ability to perform complex analyses
(eg, compare risk adjusted survival curves for breast cancer
patients treated with tamoxifen as adjuvant chemotherapy, to
those who were not treated). Potential users also noted that it
is often difficult to get rapid responses from existing systems,
and this was even noted by users who were also data holders,

Implementation

The design and rapid prototyping process focused on
addressing the & specific data holder concermns noted above.
We used a phased approach to development and implemen-

© 2010 Lippincott Williams & Wilkins

Copyright @ Lippincott Williams & Wilkins. Unauthorized reproduction of this article is prohibited.



3

Number 6 Suppl 1, june 2010

Distributed Health Data Networks

Mote: The demaonstration was buiit using the Microsofl Net (Microsoft Corporation, Redmond, WAy platfeem using
{he C# programming language. The porlal-based web application components utifized ASP.NET, with senice
carmponents arranged In a service-ofented architecture (S0A) utilizing the Simple Chjecl Access Protocol (SOAP)
for communicatiens between components. The pontal database was built on SQL Server 2008, the query exetulion
manager {REM) components used ADO.NET and ODBC for connectivily to remote dalabases.

FIGURE 1. System architecture.

TABLE 1.

Description of System Components

Component

Description

Partal

Access control manager

Query manager
Resulls manager
Workllow maizager

User manager
Audit manager
Researcher user interfice

Data Mart administrator user
interface

System administrator user

interface

Hub API

Hub database
Message protocol

Diata holder Data Mart

Data Marl securily manager
Query execution manager
Data Mart APT

Data Mart audit manager
Data source imanager
Data Mast database

Manages all aspects of security for portal including authentication, session management, policies, group
permmissions, user permissions, and access rights.

Manages query entry, routing, and distributien, .

Mannges receipt, organization, assembly, merging, and aggregation of resulf sefs.

Manapes workflow (eg, for query approval) including request routing, alerting and notification, approval
management, and tracking,

Manages user accounts.

Provides auditing functions including activity and error logging.

User interface for resecarch nsers, including menu-driven and ad hee query entry, query management, reselt
status, and result set management. . '

User interface Tor Data Mart administrators inclhuding data mart setup and configuration, access control
management, and workflow management.

User interface for System administrators including porlal setup and configuration, access control
managernent, and user management.

Application Programming Interface (eg, web service API) for the DRN portal. Exposes portal functions for
remote applications including query retrieval and results submission.

Database for the portal.

Protocol for messaging between the portal and extemal applications incliding the Data Masts.

Manages all aspecls of security for Data Mart including authentication, session management, policies, group
permissions, user permissions, and access rights.

Manages review and execution (or rejection) of queries including queue management, query ranslation,
query engine interface, and resulis handling,

Application Programming Interface (eg, web service API) for the Data Mart. Exposes functions for remote
applications including query submissicn and results retrieval.

Provides auditing functions including activity and error logging.

Manages exchange of data between the Data Mart database and source systems.

Database for the Data Mart.

tation of the pilot distributed network. The first phase in-  Health Systems, Kaiser Permanente Colorado, and Health-
cluded a web-based portal system for menu-driven querying  Partners Research Foundation). Figure 1 and Table [ iflus-
of summary-level datasets held by 5 data holders (Harvard  trate and describe the system architecture and features; Figure
Pilgrim Health Care; Group Health Cooperative, Geisinger 2 illustrates the current menu-driven query interface.
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Query Formation. It shows part of

the query creation page that allows
a user to select specific exposures,

diagnoses, or procedures, time peri-
ods, and data sources.

. Development of the network software relied on a rapid
prolotyping approach that included multiple rounds of de-
signing, building, testing, and revising of the interface and

supporting portal, and the creation of a novel application’

program, the Query Execution Manager (QEM). Inittal que-
rying capability was built for drug utilization by generic name
and drug class, diagnosis by 3-digit ICD-9-CM code, and
procedure (Healthcare Common Procedure Coding System)
queries. Query results were stratifiable by age group, sex, and
_year or year and quarter, These simple queries were chosen
for demonstration purposes, more complex queries are pos-
sible within the network design.

From the user perspective, query creafion involved log-
ging into the web portal, selecting a query type (eg, generic drug
name), selecting query parameters and the data holders to query,
and once submitted, reviewing the status of queries and the
aggregated query results. Each data holder installed the QEM
software and responded to mulfiple test queries. The system used
a “pull” query distribution mechanism that notitied (via e-mail)
data holders of waiting queries. The data holder user then
opened the QEM to review the query details (eg, submitter and
reason for submitting) and decides whether to execute, réject, of
hold the query for further review, If the data holder decided to
run the query, the QEM downloaded the query text from the
portal, executed it against a local database, and presented the
results to the data holder for review. The data holder could then
upload the results to the portal for aggregation with other results
and review by the submitter.

Test scenarios were based on summary level data and
included assessment of temporal trends in the use of genetic
testing, infiuenza-related medical and pharmacy use, attention-
deficit hyperactivity disorder medication use by age, and urti-
caria diagnoses by age and year, and rate of diabetes by age. We
‘assessed the ability of the system fo execute and perform each of
the user and data holder tasks-described above for each of the
test queries submitted. Throughout the rapid prototyping, imple-
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mentation, and testing process we also informalty evaluated data
holder acceptance of the system and their willingness to con-
tinne development and testing beyond the demonstration, Other
network functions such as user-based access control (ie, users
have different levels of permissions to submit queries), query
formation restrictions (ie, limit on the number and type of query
parameters available for selection); and query results viewing
rufes (le, requirement of 2 data holder responses before a user
can view and export aggregated results) also were developed,
tested, and evaluated.

Separately, we partnered with the National Center for
Public Health Informatics to design and pilot test an alterna-

- tive approach for securely transmitting queries and receiving

results. The use-case for this pilof test illustrated how an
authorized user could securely authenticate to a central portal

~ and securely distribute a computer program to each data

holders through their focal firewall. The program was exe-
cuted and the results securely returned for aggregation. De-
tails of this work is deseribed elsewhere,*®

RESULTS

Implementation and System Functioning

The system was successfully implemented and tested at
each of the 5 participating data holders, Each data holder was
able to install and operate the QEM, refrieve and exccute
queries, and upload results. Installation took approximately 15
minutes,

Each of the sample queries was executed without error,
Figures 3A and B show how data holders interact with the
system, specifically the functions that allow them to review
queries before executing thern, and review results before upload-
ing themn to the central portal. Figure 4 illustrates results from a
set of sample queries regarding the use of attention-deficit
hyperactivity disorder medications; this type of information can
help identify trends that may warant further evaluation or help

© 2010 Lippincott Williams & Wilkins
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Attention Deficit-Hyperactivity fADRD.,,

Afterfion Deficit-Hyperactivity [ADHD...

Aienvion Deficit-Hyperactivy (ADHD..

M| MMz imIEZ | MG

Alention Deficit-Hyperactivity [(ADHD...

A

FIGURE 3. Query Execution Manager: Query review and results screen, A, Shows query details that are presented to the data
holder for review. In this case the query text is submitted as structured guery; alternatively, the design allows a user to send
an appropriately structured analytic program. B, Shows local query results for review and approval for upload to the central

portal for aggregation.

Attention Deficit-Hyperactivity (ADHD) Therapy, Stinulant-Type

Rate by Age Group and Year

per 1006 members

0-4 5.9 1544 1549 20044 4564

understand the adoption and diffusion of new products. The
sample queries were completed within a day of subsmission; this
period inchuded local review of incoming queries and of the
results.

Evaluation of Acceptability to Data Holders
All data holdesis found the system acceptable and were
- willing to continue working on development and implemen-
tation. The data hwolders found the approach acceptable be-
cause the design directly addressed marry of the data holder
cancerns listed above. Specifically, the design illustrated: (1)
data holder data antonomy that allowed approval of all query

© 2010 Lippincott Williams & Wilkins

574 75+

FIGURE 4. Example of findings that
could be obtained using the query
tool output: Rate of attention-defi-
cit-hyperactivity disorder drug use
by age group and year.

executions and data uploads, (2} an easy to use query inter-
face, (3) centralization of the network logic in a portal, and
(4) simple installation and light-weight software that did not
require any speciaf expertise to install or use. Further, the
“pull” mechanism for query distribution (ie, data holders are
notified of waiting queries and retrieve them) was also an
important favorable factor for data holders” acceptance.

DiSCUSSION
Owverall, this demonstration validated key design fea-
tures of a distributed health data network including: use of a
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central portal, a “pull” query distribution mechanism that
obviated the need to allow queries to pass through firewalls,
and local control that allows data holders to maintain physical
contrel of their data and all uses while simultaneousty in-
creasing research access for authorized users. These features
were paramount to data holders. The use of summary-level
data for this demonstration obviated many data privacy con-
cerns, facilitating acceptance by data holders. The technical
platform we developed is fully capable of supporting the use
of patient and encounter-level utilization information, includ-
ing the ability to submit a SAS program as the query text."*

This design minimizes data holder information technol-
ogy respounsibilities, leaves protected health information un-
der the control of the data holder, provides for a more
* straightforward security implementation, and focuses net-
work management tagks at the central portal. It supports
important capabilities such as secure communications and
data protection, auditable processes, a simple query inferface,
and locally managed query authorization.

The menu-driven interface facilitates the use of the
distributed network by users with limited technical expertise.
Network features streamline workflow among participating
sites and enable an authorized user to quickly assess the
feasibility of various comparative effectiveness studies in
larger populations than might not normally be readily avail-
able. This demenstration project was relatively limited in
scope (o allow data holders to become comfortable with the
technical design and the governance needed to manage and
adjudicate simple query requests. More complex and com-
plete demonstrations are currently underway that leverage the
same network infrastructure to support full comparative ef-
fectiveness studies. Enhancements will allow more sophisti-
cated authorization, security, and permission policies, a more
flexible query interface, and access te additional data and
query types, In addition, the infrastructure is designed to
allow distributed multivariate analyses, either throngh use the
of iterative methods®®*” or by merging site-specific apalysis
files that omit PHI, for instance through the use of high
dimensionality propensity scores.®

Finally, advances in governance are as important fo
expanding this network model as any of the technical capa-
bilities. Netwogl governance requires policies and procedures
to address issues such as data holder protections, conflict of
interest, external communications, priority setting, by-laws,
data security, accounting, network strategy, stakeholder is-
sues, and HIPAA and human subjects protection. In addition,
a coordinating center is needed to maintain network infra-
structure, documentation, coordination, monitoring of data
resources and coatacts, documentation of lessons learned,
data validity activities, and study implementation,

CONCLUSION
In theory, either a distributed or a centralized (eg,
all-payer) approach can meet the need to use the growing
amount of electrenic health data to address important societal
questions. However, a distributed network is preferred be-
cause it can perform essentially alf the functions desired of a
centralized database, while avoiding many disadvantage of
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centralized databases. In addition, distributed networks have
these advantages, compared with centralized systems: (1)
They allow data holders to maintain physical control over
their data; without this control, in our experience, data hold-
ers are unlikely to voluntarily participate. (2) They ensure
ongoing participation of individoals who are knowledgeable
about the systems and practices that underlie each data
holder’s data. (3) They allow data holders to assess and
authorize query requests, or categories of requests, on a
user-by-user or case-by-case basis. (4) Distributed systems
minimize the need to disclose protected health information
thus mitigating ptivacy concerns, many of which are regu-
lated by the Privacy and Security Rules of the Health Insur-
ance Portability and Accountability Act of 1996 (HIPAA).
(5) Distributed systerns minimize the need to disclose and
lose control of proprietary data. (6) A distributed approach
eliminates the need to create, secure, maintain, and manage
access to.a complex central data warehouse. (7} Finally, a
distributed network also avoids the need to repeatedly trans-
fer and pool data to maintain a current database, which is a
costly undertaking each time updating is necessary,

A phased approach is suggested for implementing a
large scale distributed research network infrastructure for
comparative effectiveness research and other purposes. Ques-
tions that leverage the most commonly used and best under-
stood data types, target large populations, and execufe stan-
dard statistical analyses using well-developed software
packages will be the best candidates for demonstration stud-
ies, The Agency for Healthcare Research and Quality’s recent
grant awards include scveral examples of research projects
that might benefit from the large study populations accessible
through distributed data networks, including the study of
outcomes resulting from depression treatments and asthma
treatments in pregnancy, the study of ACE inhibitors in
African-American males, and the study of various treatments

~for lumbar spine.® Similarly, the Food and Drug Adminis-

tration’s planned Sentinel Initiative to monitor the safety of
medical products, could also use a distributed data network,
either identical to one developed for comparative effective-
ness, or very similar to it. Relatively small investments
compared with the cost of developing the underlying elec-
tronic health information will reduce individnal study costs
and demonstrate the value of crealing reusable, distributed
research networks.
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